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Motivation

FrrO0ooonEEEr S SsE

2=« Disclaimer:| AM NO CRYPTO-GUY!

“s [t’s just that sort of thing that tickles my mind...
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31/May/2013 nicapicella<AT>entropia<DOT>de

security considerations, proofs, attack methodologies
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=« Motivation

=« Hash codes

2« The NIST SHA-3 competition
s=a Keccak

s Going further...
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reactions + outlook
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Hashcodes 101
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“digital fingerprint”

i== @asy one way, difficult the other

2= (even) slight change affects result greatly
t= jdeally no false-positives

f=s Signatures, authentication, hashes,
fingerprinting, checksums, ...
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Cryptographic Hash Function is an Algorithm that, given an input, calculates a hash value.
message => digest

many uses in information security; integrity checks, password verification, data ID,
pseudorandom generator
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Secure Hash Algorithm
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- flawed, withdrawn, revised
2es SHA-|
=« resembles early MD5

:. weaknesses discovered

ts SHA-2 (is actually 2 hash functions)
. designed by NSA

. no known vulnerabilities (as of yet)
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Standards
MDS5: “broken -> use SHA-1!" (long time ago... ;-))
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Design Goals

2=« Performance

fas Security

)

tes Analysis

ts Diversity
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Analysis: We’ll get to how they managed that...
Diversity: We’ll get to that, too.
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NINME
SHA 3 Competion

-------------------------------

02 Nov 2007 Announcement in FR

=« 3|.Oct 2008: Entry deadline (64 entrants)

s 09.Dec 2008: 51 accepted entrants (round )
=« Feb 2009: NIST conference

fs 24. Jul 2009: 14 candidates accepted to round 2
=« Aug 2010: NIST conference

s« |0.Dec 2010: 5 candidates accepted as finalists
s 02.0Oct 2012: Keccak becomes SHA-3
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"NIST is initiating an effort to develop one or more additional hash algorithms through a
public competition, similar to the development process for the Advanced Encryption Standard

(AES)."
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64 entrants, 51 accepted (13 not; 5 known)
10 Conceded - 16 Substantial Weaknesses - 11 Round 2 - 9 Final Round - 5 Finalists

AURORA (Sony); MD6 (Rivest), SANDstorm (Sandia National Laboratories);
Fugue (IBM), ECHO (France Telecom), CubeHash (Bernstein, gmail Salsa20);
Skein (Schneier), Grastl (Knudsen)




Design Goals

2=« Performance
fas Security
tes Analysis

ts Diversity
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1. Hardware focus 2. ‘nervous’; too fast
3. tweaks or lack of cryptanalysis; tested & mature

4. with regards to each other and, in particular, to SHA-<3 (SPONGE vs. MD)
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Sponge Function!?
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2.« Merkle-Damgard construction
s Sponge function

. special case of wide-pipe Merkle-Damgard
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mention padding? 10*1
MD5, all SHAs use MD

“collisions can be cascaded”
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Keccak’s History
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2=« Bertoni, Daemen, Peeters,Van Assche
tss 2002: Panama (broken)
2=a 2006: RadioGatun

s Keccak becomes SHA-3
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Who is this winner...

they work at chip labs

Daemen: part of Rijnadel, which became AES (2001); similar procedure, similar requirements
Panama: Stream cipher & hash function

“considerable revisions” => Keccak
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Keccak: Basics
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t= initial empty state, 5 x 5 x w
ew = 240
o typically: 1 = 6; w = 64

== absorb message block,
scramble, repeat

fs squeeze (as needed)
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super simple: ~300 lines of Python! (documented, unoptimized code)
(calculations mod5)
|=<6; >6 makes no sense (CPU-word 128 bits)

“Matryoshka principle”!
Keacck-f[1600]: 5*5*64
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Absorb
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Padding(MESSAGE)
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CODE: padding: 10*1 (harder than it seems...)
CODE: initialize empty array (easy peasy...)

CODE: XOR first message block into current state (then scramble before continuing)
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“Scramble”

Eer chc:-.r‘“:“[;:

" 2 block permutation
s |24+2%] (=24) iterations of 5 sub-rounds:
- O (theta)
“ X (chi)
- 1T (pi)
“ p (rho)
L (iota)
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really, really simple sub-rounds
Theta is first; others arbitrary according to Keccak Reference

“NIST reference code”?
CODE: for loop...
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Keccak-f: Theta
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always first operation
CODE: Python

“high average diffusion and low gate count”
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Keccak-f: Theta

#Theta step
for x in range(5):

CLx] = AxJ[OJMADXT[I]MADXT[2IMA XT3 ]MA X [4]

for x in range(5):
D[x] = CL(x-1)%5]Aself.rot(C[(x+1)%5],1)

for x in range(5):
for y in range(5):
Alx]Ly]l = ALx]Ly]AD[x]
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always first operation
CODE: Python

“high average diffusion and low gate count”
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Keccak-f: Chi
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“only non-linear mapping; otherwise, K would be linear”



mailto:na+zak@nicapicella.com
mailto:na+zak@nicapicella.com

Keccak-f: Chi

#Ch1 step
for x in range(5):
for y in range(5):
Alx]Lyl = BIxJLyJACC~BLOx+1)%5]1Ly]) & \
BL(x+2)%5]Ly])
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“only non-linear mapping; otherwise, K would be linear”
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Keccak-f: Pi
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“can be obtained implicitly by addressing”
“dispersion for long term diffusion”
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Nicola Apicella
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with | = 0 (1 deep): doesn’t do a thing.
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Keccak-f: Rho
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#Rho and P1 steps
for x in range(5):
for y in range(5):
BLyl[(2*x+3*y)%5] = self.rot(A[x][y]l, \

self.r[x]1[y])
## Rotation offsets
r=[[0, 30, D 41, 18_ ;
il 44, 10, 45, 7 :
62, o, 43, 15, 61] i
RS B S =) B P ,
25/24 slides :27 > 20 > 39 ’ 3 y 14_ :l Nicola Apicella
31/May/2013 nicapicella<AT>entropia<DOT>de

with | = 0 (1 deep): doesn’t do a thing.
“otherwise, diffusion within slices would be very low”
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Keccak-f: lota
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-> simple 24-entry look-up table (12+2*)
“disrupts symmetries (i.e., no slide attacks possible)”
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Keccak-f: lota
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#lota step
A[O][0] = A[O][O]ARCf1xed
## Round constants
RC=[ 0x0000000000000001 ,0x0000000000008082 ,
Ox800000000PVA8A8A , 0x8000VVVE80VV8VA0Q
Ox000000000000808B , Vx00VVVVO30VV00A1 ,
Ox8000000080008081 , Vx80VVVVAVAVAVEAA9 ,
Ox000000000000008A , 0x00V0VVVVRVAVVA8S ,
Ox0000000080008009 , Vx00PVPVVO3VVVAV0A ,
0x000000008000808B , Ox8000VVAVAVAVAA8B ,
Ox800000000VVVV8D89, Vx80VVVVAVAVAVEVA3,
Ox8000000000008002 , Ix8000000000000080 ,
0x000000000000800A , 0x80000000V800VA0A ,
27/24 slides Ox8000000080008081 , Vx8000VVVAVRVAVEA8AD , Nicola Apicella
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-> simple 24-entry look-up table (12+2*)
“disrupts symmetries (i.e., no slide attacks possible)”
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Squeeze
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Hashausgabe z:

absorbing

f = Keccak-Permutation

@ = Hash block of length r = Keccak-State
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...and this is how Keccak works!
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Reactions
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2= Schneier: “NIST should announce no award”
‘= Many critics: just too slow in software

s but: “NIST may not have you in mind”
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NIST is a “hardware company”
good choice with that requirements in mind

hardware performance: EPIC. Only XOR, NOT, AND; 24-entry list + 5*5 lookup-table
(triangular numbers)
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Outlook

---------------------------------

Regular & salted hashmg

s Mask generation function

=« Message authentication codes

fs« Stream encryption

s« Single pass authenticated encryption

= Reseedable pseudorandom sequence generator
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Keccak can do a lot more!
Standard is coming: FIPS 180-5

draft expected 2013 Q3, final - 2014 Q2 (secretary of commerce signature)



mailto:na+zak@nicapicella.com
mailto:na+zak@nicapicella.com

Acknowledgements

gERRE rrEr EE
rrrrrrr EEErssessE

s=s Jiska, Sprawl, JackMcCrack

s« VWikipedia

black background images: PD / CC-BY-SA Cuddlyable3;
Merkle-Damgard: PD;Wide-Pipe: CC-BY-SA Watchdog9

ss http://keccak.noekeon.org/

static images: CC-BY

tes http://celan.informatik.uni-oldenburg.de/
kryptos/info/keccak/overview/

31/24 slides Nicola Apicella
31/May/2013 nicapicella<AT>entropia<DOT>de



mailto:na+zak@nicapicella.com
mailto:na+zak@nicapicella.com
http://keccak.noekeon.org
http://keccak.noekeon.org
http://celan.informatik.uni-oldenburg.de/kryptos/info/keccak/overview/
http://celan.informatik.uni-oldenburg.de/kryptos/info/keccak/overview/
http://celan.informatik.uni-oldenburg.de/kryptos/info/keccak/overview/
http://celan.informatik.uni-oldenburg.de/kryptos/info/keccak/overview/

Thanks! Questions!?
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