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Praeparierung	
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und	
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  Siliziumsubstrats	
  

•  Grossflaechiges	
  FIB-­‐
Aetzen	
  

•  Gezieltes	
  FIB-­‐Aetzen	
  

top of the gate layer. Metallization is numbered from metal
1 to metal 7. On modern security ICs such as the Infineon
SLE66PE, the metals 5, 6 and 7 form an integrity circuit,
known as a mesh or shield. Meshes are designed to make at-
tacks such as microprobing more di�cult as they may short
multiple signals on the device.

2.2 Sample Preparation
Invasive attacks are generally classified by the amount of

sample preparation necessary to perform the attack. No
sample preparation is required to perform non-invasive at-
tacks Removal of the device package is required for semi-
invasive attacks. In additional to depackaging fully-invasive
attacks result in destructive modification to the device.

In the past, invasive attacks were carried out through the
frontside of the IC. Smaller feature sizes, more layers and
countermeasures like meshes and shields have made such
attacks much more di�cult on modern security ICs. Ad-
ditionally, most security-relevant traces are placed on lower
layers of the device so that they cannot be probed as easily
from the frontside. Hence, newer approaches tend to focus
on the backside of the chip to circumvent these measures.

ICs are usually concealed inside package material that
must first be removed before any subsequent work can be
performed. During frontside sample preparation, package
materials, such as epoxy, are removed with wet-chemical
etching to avoid destruction of the bond wires and topmost
metalization layers. Depending on the materials used in the
device package, di↵erent chemicals or a combination of me-
chanical and wet chemical etching may be necessary. Sub-
sequently, an additional etching process is used to remove
the passivation layer of the device. However, this process
can also be performed directly using a FIB system. Never-
theless, certain types of devices, such as smartcards, must
be rebonded as epoxy removal leaves them brittle. More-
over, frontside sample preparation is extremely di�cult on
devices that utilize flip-chip packages.

In contrast, backside preparation can be performed by me-
chanical milling or polishing the device. With milling ma-
chines, such as the Ultratec ASAP-1, the package material
and the silicon substrate are milled in a single automated
process without the need for wet chemical etching. During
this process the bond wires connecting the IC to the con-
tacts remain intact since they are placed on the frontside.
Moreover, the backside of the device can be accessed directly
on most smartcard packages by simply removing the ground
contact. After polishing the silicon substrate down to ap-
proximately 30 µm, the FIB is used to etch the remaining
bulk silicon material, see Figure 1. Changes in contrast of
the FIB image indicate the doped silicon of the nwells.

2.3 Invasive IC Analysis
Invasive attacks are particularly powerful as they can di-

rectly alter the control flow of the program being executed
by the device. Such attacks can also target specific locations
of the device, for example, where the data has previously
been decrypted by the hardware. Reverse-engineering tech-
niques, such as automatic detection of gates, are employed
to identify volatile logic [8]. After vulnerable logic is identi-
fied, the inputs and outputs of the logic are targeted. Semi-
invasive attacks, such as laser stimulation can be used to
introduce momentary faults or adversely a↵ect the leakage
of a system so that data can be recovered non-invasively [12,
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Figure 1: Crosssectional view of an integrated cir-
cuit, not to scale. Due to many interconnect layers
and attack mitigation techniques implemented on
the frontside, a backside approach to reach sensi-
tive circuit nodes is advantegeous. After mechani-
cally removing the bulk silicon material, the device
thickness is comparable to the frontside thickness
but the device performance is unaltered. Backside
modifications can reach every single node on a cir-
cuit, encrypted or not, with probing needles, making
a backside probing approach especially promising.
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Figure 5: Reflected image of ATMega328P. The de-
vice contains a total of 40 fuse bits in the marked
area, each consisting of a non-volatile cell, program-
ming circuitry and a accompanying logic, see the
inlet.
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Figure 6: Secondary electron (SE) image of trench
floor over eight fuse bit instances after milling down
to the nwell (left). Enhancing contrast and bright-
ness of the left image already exposes the status of
the fuse bits by passive voltage contrast during un-
powered device (middle image). When powering up
the device, the nwells show up with strong clear-
ity and the status of the fuse bits becomes obvious
(right image). The dark dots of the fuse bit status
information is from the large floating gate transistor
employed inside the fuse bit circuitry.
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Figure 7: Secondary electron (SE) image of STI
exposed floating gate transistor with surrounding
fuse bit instances. The device is powered up dur-
ing acquisition of this image, clearly showing active
voltage contrast. The neighbouring fuse bit circuits
show their status as faint dark spots.
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Figure 8: Secondary electron (SE) image of circuit
edit on floating gate transistor. The three images
show the removal of the floating gate transistor, ex-
posing contact plugs and poly silicon gate (left im-
age), the shorting of source and drain by a conductor
deposition (middle image) and the subsequent re-
moval of parts of the conductor deposition to again
erase the fuse (right image). The device has been
powered up for better visibility of the e↵ect of the
circuit edit: The left contact plug row shows up
dark (no connection to right row) or bright (elec-
trical connection to right row), directly allowing for
a success indicator of the circuit edit.
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Figure 5: Reflected image of ATMega328P. The de-
vice contains a total of 40 fuse bits in the marked
area, each consisting of a non-volatile cell, program-
ming circuitry and a accompanying logic, see the
inlet.

100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm

Figure 6: Secondary electron (SE) image of trench
floor over eight fuse bit instances after milling down
to the nwell (left). Enhancing contrast and bright-
ness of the left image already exposes the status of
the fuse bits by passive voltage contrast during un-
powered device (middle image). When powering up
the device, the nwells show up with strong clear-
ity and the status of the fuse bits becomes obvious
(right image). The dark dots of the fuse bit status
information is from the large floating gate transistor
employed inside the fuse bit circuitry.
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Figure 7: Secondary electron (SE) image of STI
exposed floating gate transistor with surrounding
fuse bit instances. The device is powered up dur-
ing acquisition of this image, clearly showing active
voltage contrast. The neighbouring fuse bit circuits
show their status as faint dark spots.
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Figure 8: Secondary electron (SE) image of circuit
edit on floating gate transistor. The three images
show the removal of the floating gate transistor, ex-
posing contact plugs and poly silicon gate (left im-
age), the shorting of source and drain by a conductor
deposition (middle image) and the subsequent re-
moval of parts of the conductor deposition to again
erase the fuse (right image). The device has been
powered up for better visibility of the e↵ect of the
circuit edit: The left contact plug row shows up
dark (no connection to right row) or bright (elec-
trical connection to right row), directly allowing for
a success indicator of the circuit edit.

•  FloaPng	
  Gate	
  Transistoren	
  
•  Trennen	
  oder	
  Verbinden	
  von	
  
source	
  und	
  drain	
  

•  Aufladen	
  des	
  Gates	
  



Backside	
  probing	
  

•  Keine	
  Meshes	
  /	
  Shields	
  
•  Datenleitungen	
  in	
  M1	
  /	
  M2	
  
•  Selbst	
  Transistoren	
  direkt	
  
kontakPerbar	
  



E-­‐beam	
  probing	
  

•  Signale	
  aus	
  Metal1	
  “sichtbar”	
  an	
  der	
  
Rueckseite	
  
– CapaciPve	
  coupled	
  voltage	
  contrast	
  

•  	
  Spotsize	
  Transistorgroesse	
  



Laser	
  Voltage	
  Probing	
  

•  Bestrahlen	
  mit	
  IR	
  Laser	
  
	
  

•  Signale	
  des	
  Chips	
  werden	
  
auf	
  reflekPertes	
  Licht	
  
aufmoduliert	
  	
  

•  Auslesen	
  von	
  Speicher	
  
– Laserinduzierte	
  Schwankung	
  
der	
  Versorgungsspannung	
  	
  	
  



OpPcal	
  Side	
  channel	
  
•  Schaltende	
  Transistoren	
  senden	
  Licht	
  aus	
  (hot	
  
carrier	
  luminiszenz,	
  grosses	
  elektrisches	
  Feld)	
  

•  Geringe	
  Anzahl	
  von	
  Photonen	
  
–  erhoehung	
  der	
  kinePschen	
  Energie	
  (Spannung)	
  
– Duenneres	
  Substrat	
  
–  IntegraPon	
  des	
  Signals	
  
–  IR	
  Detektoren	
  

•  CCD	
  (grosse	
  Flaeche,	
  geringe	
  Framerate)	
  
•  Single	
  photon	
  detectors	
  
(EinzeltransistorendetekPon,	
  10ps	
  Aufloesung)	
  



Video	
  

•  Hier	
  haeZe	
  jetzt	
  ein	
  Video	
  kommen	
  koennen,	
  
wenn	
  ich	
  nicht	
  zu	
  bloed	
  gewesen	
  waere	
  ein	
  
Video	
  in	
  Powerpoint	
  zu	
  integrieren.	
  :P	
  



OpPcal	
  Side	
  Channel	
  (a) Access to 0x300 (b) Access to 0x308

Fig. 2. 120 s emission images of memory accesses to two adjacent memory rows ob-
tained with the Si-CCD detector.

By studying the emission images of our PoC AES implementation we iden-
tified the S-Box within memory, see Figure 3 and Table 3 in the appendix. The
emissions of the row drivers are clearly visible to the left of the individual mem-
ory lines. The emission image Figure 3 reveals that the S-Box spans 33 rows of
the SRAM and not 32 as expected. Since the S-Box was implemented as an array
of bytes within data memory, its address depends on how many other variables
are allocated within memory. It is therefore unlikely to be aligned to the begin-
ning of a memory row. During our experiments, the S-Box always exhibited an
o↵set unless the address was set explicitly.

Fig. 3. Optical emission image of the S-Box in memory. The 256 bytes of the S-Box
are located from 0x23F to 0x33E, see Table 3 in the appendix. The address 0x23F is
the seventh byte of the 0x238 SRAM line, i.e. the S-Box has an o↵set of 7 bytes. The
emissions of the row drivers are clearly visible to the left of the memory bank. The
image allows direct readout of the bit-values of the stored data. The first byte for
example, as shown in the overlay, corresponds to 011000112 = 6316, the first value of
the AES S-Box.



OpPcal	
  fault	
  injecPon	
  

•  Toggeln	
  von	
  Einzeltransistoren	
  (Logic	
  oder	
  
Speicher)	
  
– Bit-­‐Flips	
  in	
  SRAM-­‐Zellen	
  (AES)	
  
– Clock	
  glitching	
  

•  How	
  the	
  fuck	
  does	
  it	
  work?	
  
– Fokusierter	
  Laserstrahl	
  
– 1064	
  nm	
  
– Hohe	
  Energie	
  ca.	
  1	
  W	
  


